Management System of State Information System

Government of the Republic Regulation No. 58 ofF28ruary 2008

RT', 5.03.08, 12, 84

Entered into force 08.03.2008

This Regulation is established based on subsectigh(®), 43 (1) and clause § 431) 6) of

the Public Information Act.

1. Chapter 1

General Provisions

8 1. Scope of application

The following shall be established by this Regolati

1) the management system of the state informatistes;

2) procedure for registration of databases innf@mation system for administration of
the state information system;

3) terms and procedure for approval of the techmicaumentation of databases
(hereinafter database documentation);

4) administrative requirements for establishmerdaifbases;

5) procedure for maintaining the information systemadministration of the state

information system.

8 2. Management system of state information system

The management system of the state informatioesysbnsists of the information system
for administration of the state information syst@rareinafter RIHA, short foriigi
infoslisteemi halduse infosustedfst.) and the principles for administration o gtate

information system.

§ 3. Objective of management system of state indtion system

The objective of the management system of the stidamation system is to guarantee the
transparency of administration of the state infdramasystem, planning for information
management and supporting the interoperabilityadéloiases of the state, local governments
and persons in private law performing public duties

8§ 4. Definitions



(1) Data means personal data within the meaningeoPersonal Data Protection Act or
other data which are processed in a databasedgdtiormance of the duties of the state,
local governments and persons in private law pariiag public duties.

(2) The composition of data means a structured lobdiata being processed for the
performance of the public duties of the state, llgogernments and other persons in public
law.

3) A database is a set of structured data prodeggkin an information system of the
state, local government or other legal person lliplaw or person in private law performing
public duties which is established and used fopgreormance of functions provided in an
Act, legislation issued on the basis thereof om#grnational agreement.

(4) A data object means a person, thing, evenbonection between those with respect to

which data is processed in an information system.

8 5. Principles for administration of state infotiroa system

(2) The administration of the state informationtegs is based on the following principles
directed towards ensuring the interoperabilitynaf state information system:

1) principle of legality - data shall be processed database belonging to the state
information system in the course of performancpudilic duties for the purpose of
performance of obligations prescribed by an Adidition issued on the basis thereof or an
international agreement;

2) principle of unity - the databases belonginth® state information system must be
compatible with each other and be capable of ipenmability, exchange of data and
verification of data;

3) principle of use of basic data - data shall agngred from sources which are as
authentic as possible and shall be consolidateddiatabase which, with respect to the
corresponding data, shall be a common source lftheatlatabases belonging to the state
information system in the performance of their fimts imposed by law;

4) principle of traceability - all inquiries made & database and responses provided to
the users shall be stored (in the case of infoonatystems interfaced to the data exchange
layer of the information systems, in the secuiityd of secure servers). It shall be possible to
establish and restore data in a database andaheffarocessing thereof;

5) principle of use of up-to-date information teotogy - the possibilities offered by up-
to-date information technology shall be made us® tfie maximum in the administration of

databases belonging to the state information syddatta shall be processed digitally;



6) service-centred approach to exchange of datahamge of data (cross-usage) between
different databases and processors shall be camigdased on data services;

7) principle of technical and organisational opfiitya a database is established and
changed taking account of the principles for adstration of the state information system

and based on the good practice of the area argtdteeinformation technology

interoperability frameworks established by the Miar of Economic Affairs and
Communications.

(2) In addition to the principles provided by sutigen (1), the principles for processing
personal data provided by § 6 of the ProtectioRersonal Data Act shall apply to the
processing of personal data within the state in&tiom system.

2. Chapter 2

Database Documentation

8 6. Preparation of database documentation

(1) Before the establishment of a database or ¢hgrige composition of the data
collected in a database, the establisher or chéefgssor of the database shall check whether
the necessary data are already collected in atirexidatabase.

(2) If based on the checks, it becomes evidentasiablishment of a new database is
practical for the collection or processing of neeaeg data, or for changing the composition of
the data collected in an existing database, ttabksier or chief processor of the database
shall prepare the database documentation.

3) The database documentation shall consist af d@tresponding to the composition of
data listed in clauses 18 (2) 1)-22), 24) and 28)-=ubsections (3) and (4), subsection 19
(2), subsection 20 (2), subsection 22 (2) and #ta teferred listed in the Act referred to in §
26.

4) If based on the checks, it becomes evidenttlisahecessary data are already collected
in an existing database, the establisher of thedaabase shall submit an application to the
chief processor of the database through the RIHAfaking the data accessible in the state

information system.

8 7. Approval of database documentation
(1) Upon change of the establisher of a databa#®eearomposition of the data collected

in a database, the chief processor shall submidatebase documentation, through the RIHA,



simultaneously for approval by the Ministry of Ecomic Affairs and Communications, the
Data Protection Inspectorate and the Statisticht@ftaking account of the specifications set
forth in subsections (2)-(4).

(2) If a database is established exclusively ftfilling the needs of the internal procedure
of an organisation or inter-agency processing elideents, or if the database will not be
connected to the data exchange layer X-Tee (X-Rdlaedatabase documentation need not
be approved by the Ministry of Economic Affairs @bdmmunications. A database
maintained for fulfilling the internal procedureats of an organisation is a database which is
kept for performing the work-related organisatiotaaks of the organisation arising from
legislation or the articles of association unlestads released from it to meet other needs. A
database kept for inter-agency processing of dontsng a document register of an agency
specified in 8§ 11 of the Public Data Act.

3) Database documentation of a database whidtableshed exclusively to meet the
needs of internal procedure of an organisatiompinter-agency processing of documents
need not be approved by the Data Protection Inspaet

4) The database documentation of all databasdisbehapproved by the Statistical

Office pursuant to subsection 5 bf the Official Statistics Act.

(5) Upon approval of database documentation, thadity of Economic Affairs and
Communications shall evaluate the technical conifyrof the database, the conformity of the
composition of the collected data and the soutoexedf to Acts or legislation established on
the basis thereof and shall verify whether and tvbiasic data is collected in the database.
(6) Upon approval of database documentation, thta Beotection Inspectorate shall
evaluate and verify the conformity of the organal and information technology
requirements, including the composition of theectkd data and sources thereof to the
requirements of the Public Data Act and aboveladl,necessity to establish restrictions of
access to the data in the database or performdnice obligation of possible disclosure of
the data in the database, and to the requireméttie ®ersonal Data Protection Act and
above all, compliance with the principles of praeg personal data and the sufficiency of
the security classes and security measures ofatadase.

(7 The authorities specified in subsection (1)Isi@prove of the documentation or
refuse, with a reasoned explanation, to approveldlcementation within twenty working

days after the submission of the database docuti@ntar approval.



(8) Database documentation is deemed to be apprbattdhe authorities specified in
subsection (1) to whom the database documentat@snswbmitted for approval have
approved the documentation.

(9) If database documentation is amended aftedatebase documentation is approved
and before the change in the composition of tha dalfected in the database is registered,
such documentation shall be submitted for re-apgdrby the agencies specified in subsection
(2).

(10) The establisher of a database shall estathlesdatabase or the chief processor shall
change the composition of the data collected irdtttabase in correspondence with the
approved documentation.

(11) If public procurement needs to be organiseddomencing the use of a database or
changing the composition of the data collected database, the database documentation
shall be submitted for approval before announdiegpublic procurement and the
documentation of the public procurement shall keedaon the approved database

documentation.

8§ 8. Refusal to approve database documentation

(2) In the case of refusal to approve databaserdentation, the reasons for refusal to
approve shall be set out for the establisher ofiitabase who may resubmit the amended
documents for approval after the deficiencies Haeen eliminated.

(2) A database shall not be established and theaosition of data within a database shall
not be amended without the approval provided irseation 7 (1).

3. Chapter 3
Registration of Databases in Information SystemAidministration of State Information

System

§ 9. Databases subject to registration in RIHA

(1)  All databases of the state, local governmentstiter legal persons in public law or
persons in private law performing public dutieslisha registered in the RIHA.

(2) Databases to which access is restricted arfsomg the State Secrets and Classified
Information of Foreign States Act shall not be ségjied in the RIHA.

3) Databases registered in the RIHA are divided ihe databases belonging to the state

information system and the databases not belortgitige state information system.



4) Databases registered in the RIHA which arerfated to the data exchange layer of

the information systems (hereinafter X-Tee) beltnthe state information system.

§ 10. Registration of databases and registratiarnanges of composition of data collected in
databases in RIHA

(2) A public servant authorised by the Ministryxfonomic Affairs and Communications
or an employee of an agency belonging to the drgavernment of the Ministry (hereinafter
RIHA administrator) shall organise the registratadrdatabases and registration of changes of
composition of data collected in databases in theéAR

(2) The chief processor of a database shall agplthk registration of the database or
registration of changes of the composition of taadtollected in the database in the RIHA
after passing of the legislation which constitutesbasis for the registration of the database
or registration of changes of the composition efdlata collected in the database but not later
than within ten days after the entry into forceha corresponding legislation.

3) For registration of a database or registratibchanges in the composition of the data
collected in a database, the responsible emplolyde @latabase must update all the data
listed in clauses 18 (2) 1)-22), 24) and 26)-28)ssctions (3) and (4), subsection 19 (2),
subsection 20 (2), subsection 22 (2) and the @d¢ared listed in the Act referred to in § 26.
(4) Before registration of a database or registratif changes in the composition of the
data collected in a database, the RIHA administisttall verify, within twenty working days,
the conformity of the database to the informaticovjgled in the database documentation
which has been approved pursuant to the procedawded in 88 7 and 8.

(5) Upon registration of a database establishetlisixely to meet the needs of internal
procedure of an organisation or for inter-agen@cpssing of documents which will not be
interfaced to the X-Tee, the RIHA administratorlkerify the technical conformity of the
database and the conformance of the compositios@maes of the collected data to an Act
or legislation issued on the basis thereof.

(6)  After performing the verification, the RIHA admstrator shall register the database or
the changes of the composition of the data coleicte database in the RIHA.

(7 The RIHA administrator shall give notice of aigas in the basic data managed in a
database belonging to the state information systetime registered users of such database
through the RIHA service.

§ 11. Registration of other changes in databasdHA



Changes made to a database which are not relatbd tmmposition of the data collected in a
database need not be registered pursuant to thedane provided in § 7. Such changes are
registered by the chief or authorised processtin@fiatabase in the RIHA.

§ 12. Registration of termination of operation afabase

(2) Upon termination of the operation of a datab#setransfer of data to another
database or the archives, or their destruction tlaadime limits for their transfer or
destruction are decided. Upon transfer or destroaif data, corresponding legal instruments
shall be prepared which shall be entered in the®Rippon registration of the termination of
the operation of the database.

(2) The chief processor of a database shall obtiaiaugh the RIHA, the approval of the
Ministry of Economic Affairs and CommunicationsetBata Protection Inspectorate and the
Statistical Office for termination of the operatiohthe database. The Ministry of Economic
Affairs and Communications and the Data Protediispectorate have the right to request the
transfer or destruction of the data in the presefd¢ke authorised representatives thereof.
3) Upon termination of the operation of a datab#se RIHA administrator shall make a

notation "operation of the database terminatedhénRIHA.

8 13. Refusal to register database

(1) The RIHA administrator shall refuse, for a jfistl reason, to register a database or
the change in the composition of data in a datalmese RIHA if the database or the change
in the composition of data in the database doesa@brm to the requirements of an Act or
legislation issued on the basis thereof or doesowespond to the approved database
documentation.

(2) The establisher or chief processor of a databhall eliminate the deficiencies which
constituted the reason for refusal and shall resuthve database for registration in the RIHA.
3) A database not registered in the RIHA shallbtsed.

Chapter 4

Procedure for Maintenance of RIHA

§ 14. Objective of RIHA

The objective of the RIHA is to support the admir@son of the state information system.



§ 15. Chief processor of RIHA
The chief processor of the RIHA is the Estoniaminfatics Centre

§ 16. Obligations of chief processor of RIHA

(1) The Estonian Informatics Centre, as the chie€gessor of the information system for
administration of the state information system|Isha

1) be responsible for the maintenance and developaig¢he RIHA;

2) guarantee the launching of the data serviceggrfrom the functions of the RIHA;
3) grant free access to the RIHA data to whicheastriction to access is established;

4) consult establishers and chief processors abdaes upon establishment of a
database and registration thereof in the RIHA,;

5) guarantee the functioning of the user suppovice of the RIHA,

6) organise the housing of the RIHA;

7) guarantees the safety of the RIHA;

8) offer high quality user support for the RIHA;

9) perform other functions assigned thereto byslagjon.

(2) The chief processor of the RIHA shall estabtlsh guidelines for the composition of
the subsystem for administration of the dictiormpéthe semantic areas managed by the
RIHA and the guidelines for the semantic descripttbdatabases and services provided by
databases, obtain prior approval for the guidelirm®s the Ministry of Economic Affairs and
Communications and publish the guidelines on itspage.

3) The chief processor of the RIHA shall obtairopapproval of the Ministry of
Economic Affairs and Communications for:

1) guidelines which specify, determine or changertteaning or form of the data in the
composition of RIHA data;

2) development work on the RIHA which specify, detme or change the meaning or
form of the data in the composition of RIHA data.

§ 17. Structure of RIHA

(1) The internal components of the RIHA are the Riliser interface, the RIHA service
interface and the RIHA database.

(2) The external components of the RIHA are the gapport system which includes
incident and problem management, system for charageagement and monitoring system.
3) The following RIHA sub-registers belong to tt@mposition of the RIHA database:



1)
2)
3)
4)
5)
6)
7)
8)
9)
10)

sub-register of databases;

sub-register of agencies;

sub-register of contact persons;
sub-register of approvals;

sub-register of interfacing to the X-Tee;
sub-register of applications;
sub-register of notices;

sub-register of services;

sub-register of classifications;

sub-register of semantic areas.

§ 18. RIHA sub-register of databases

(1)

The data listed in clauses (2)-(4) shall bert in the RIHA sub-register of databases

concerning the following databases:

1)
2)

databases which exchange information througtXtiiee with any other databases;

databases maintained to meet the needs of alferocedure of an organisation or for

inter-agency processing of documents.

(2)

The composition of general data on a dataliabe entered in the RIHA sub-register

of databases:

1)
2)
3)
4)
5)

the name, abbreviation and name in English ékists) of the database;
the mark indicating the operative state of thtabase;

the legal basis for establishment of the da&bas

the objective and function of the database;

the documents providing technical descriptiothefdatabase which shall contain the

descriptions of the structure, operational processformity to the interoperability

requirements and rules for administration of thiadase, and other essential technical

descriptions of the database, and the statutesafirsfatutes of the database;

6)
7)
8)
9)
10)
11)
12)

the name of the chief and authorised procesddie database;

the registry codes of the chief and authorisedgssors of the database;

the date of establishment of the database;

the date of putting the database into service;

the date of interfacing the database with tHEeX;

whether or not personal data and sensitiveopatslata are processed in the database;

the manner of archiving the data in the datbas



13) the time of collection of the oldest data ia tatabase;

14) the term for preserving the data and sourcemeats of the database (the term of
preservation shall be set forth in years) ;

15) the regularity of updating the data in the date;

16) the security classes of the database;

17)  the level of security of the database;

18) the ranking of application of the system ofus#g measures for information systems;
19) the standards applied in the database;

20) the classifications used and administerederdétabase;

21) the mark indication that the database belongse state information system;

22) the name of the institutional group of database

23) the data concerning the monitoring of the dadaekand statistics on use;

24)  the parameters of the service level of theluate;

25) alist of incidents and problems which occuiirethe course of keeping the database;
26) the legal basis for changing the compositiodai&, or reference thereto;

27)  the beginning of change of the compositionaifg

28)  other changes resulting accompanying the chahtijgee composition of data.

3) The composition of data processed in a datatoalse entered in the RIHA sub-
register of databases:

1) the name of the data object and semantic déseripf the data object in the form of
reference to the term of the area;

2) a list of detailed data concerning the datacilged a semantic description of the
detailed data;

3) the mark indicating that data is either persaladh or sensitive personal data;

4) a list of basic information;

5) a reference to the source of data which is astddata;

6) a list of data subject to archiving.

4) The composition of data to be entered in the/AR$ub-register of databases
concerning the legislation which constitutes theiv#or the establishment of and processing
of information in a database:

1) name of legislation;

2) issuer and type of legislation;

3) number, data, reference of publication of thgslation, the URL reference to the

document or the document itself;



4) whether the legislation is in force.

8 19. RIHA sub-register of agencies

(1) The data on the chief and authorised proceasorthe agencies using the services of
a database registered in the RIHA shall be enierdte RIHA sub-register of agencies.

(2) The composition of general data concerning eigsrto be entered in the RIHA sub-
register of agencies:

1) the name of the agency;

2) the registry code of the agency;

3) the address of the agency;

4) the web-page address of the agency;

5) the group of the agency.

8 20. RIHA sub-register of contact persons

(2) The data concerning the contact persons fatabase registered in the RIHA and its
services shall be entered in the RIHA sub-registeontact persons.

(2) The composition of general data concerningactpersons to be entered in the RIHA
sub-register of contact persons:

1) the office of the contact person;

2) the given name and surname of the contact person

3) a description of the contact person;

4) the rights of the contact person within the R|HA

5) the term of validity of the rights of the contperson, the status of the validity of the
rights;

6) the role of the contact person within the agency

7) a mark indicating the level of responsibilitytbé contact person;

8) the e-mail address and telephone number ofdh&&ct person.

§ 21. RIHA sub-register of approvals

(2) The data concerning approvals carried out thindhe RIHA shall be entered in the
RIHA sub-register of approvals.

(2) The composition of general data concerning @ygds to be entered in the RIHA sub-
register of approvals:

1) the name of the approving agency;



2) the name of the database to be approved;

3) the decision of approval;

4) the date of the decision of approval;

5) the term for submission of corrections and amesas;

6) comment by the approving agency and date of mgatkie comment;
7) comment on approval or reason for refusal to@pp

8) type of approval.

§ 22. RIHA sub-register of interfacing to X-Tee

(2) The data concerning interfacing to the X-Tealldbe entered in the RIHA sub-register
of interfacing to the X-Tee.

(2) The composition of general data concerningiaténg to the X-Tee to be entered in
the RIHA sub-register of interfacing to the X-Tee:

1) data on interfacing to the X-Tee or test envinent of the X-Tee;

2) type of interfacing to the X-Tee or test envirent of the X-Tee;

3) date when an agency, its secure server or dagabgerfaced to interfacing to the X-

Tee or test environment of the X-Tee.

8 23. RIHA sub-register of applications

(1) The data concerning applications submittedughothe RIHA shall be entered in the
RIHA sub-register of applications.

(2) The composition of general data concerningiagpbns to be entered in the RIHA
sub-register of applications:

1) the type of the application;

2) the status of the application;

3) the filing date of the application;

4) the data of the applicant;

5) the content of the application.

§ 24. RIHA sub-register of notices

(1) Data on the notices issued and received biRth&A and the rules for sending the
notices shall be entered in the RIHA sub-registerodices.

(2) The composition of general data concerningcestio be entered in the RIHA sub-

register of notices:



1) the type of the notice;

2) the recipient of the notice;

3) the sender of the notice;

4) the time of forwarding the notice;

5) the content of the notice.

8 25. RIHA sub-register of services

(1) Data concerning the services provided by thalieses registered in the RIHA,
including the X-Tee services and other web servicesided by the database shall be entered
in the RIHA sub-register of services.

(2) The composition of data concerning servicdsa@ntered in the RIHA sub-register of
services:

1) the name of the service;

2) the code of the service;

3) the semantic description of the service;

4) the principles of provision of the services luming data on the services which are
public by default for different service groups, fherameters of the service level concerning
the working time, reaction time for client inqusieaverage availability per month, maximum
time for single disruption, reliability and maximunorkload;

5) the status of the service;

6) the type of the service;

7) the group of the service user;

8) whether personal data is processed;

9) whether sensitive personal data is processed;

10) the security class of the service;

11) the security level of the service;

12)  service users;

13) connection of the service with other serviaed imformation systems;

14)  connection of the service with areas;

15) the semantic description of the input and ougthe service (in the form of reference
to the term of the area);

16) data on the namespace of the service;

17)  statistical data concerning the incidents, moimg and use of the service.



§ 26. RIHA sub-register of classifications
The data concerning the classifications establistas@d on the Regulation provides in clause
43 (1) of the Public Data Act shall be enterech RIHA sub-register of classifications.

§ 27. RIHA sub-register of semantic areas

(2) Data concerning the semantic areas used ist#te information system shall be
entered in the RIHA sub-register of semantic areas.

(2) The composition of general data of areas tertiered in the entered in the RIHA sub-
register of semantic areas:

1) the name of the semantic area;

2) a description of the semantic area.

3) The composition of data concerning dictionadésemantic areas to be entered in the
entered in the RIHA sub-register of semantic areas:

1) version of the dictionary;

2) previous version of the dictionary;

3) computer-readable form of the dictionary (OWL).

4) The composition of data concerning dictionadésemantic areas to be entered in the
entered in the RIHA sub-register of semantic areas:

1) term identification (URL);

2) term name;

3) a description of the term;

4) connections of the term with other terms.

§ 28. Accuracy of RIHA data

(1) The chief processor of the database submittiaglata shall be responsible for the
accuracy and completeness of the data submittiek tBIHA.

(2) If incomplete or inaccurate data has been stibdiio the RIHA or such deficiencies
are discovered, the submitter of the data is reguio submit amendments thereto within
three working days of the time when the submitfehe data becomes or should have

become aware of the deficiencies.

§ 29. Access to data in RIHA
The data in the RIHA shall be accessible to thdipalwough the RIHA web interface unless

access thereto is restricted by or on the badesnof



8 30. RIHA security class and security level

(2) The security classes of the RIHA shall be:

1) S1 for the confidentiality of data;

2) T2 for the integrity of data;

3) K2 for the availability of data.

(2) The security level of the RIHA shall be medi(ivh).

§ 31. Requirements for submission of data to RIHA

(2) Data shall be submitted to the RIHA by elecitaneans and using the following
processing processes:

1) processing of the application for interfacinghie X-Tee and performance of the
interfacing acts;

2) approval of the database documentation;

3) changing of the composition of data enteredh@RIHA concerning a database;

4) registration of databases;

5) approval of a classification and changes thereto

6) establishment of classification;

7) processing of applications for development asel af the services of databases.

(2) The composition of the data required in thersewf each processing process shall be
indicated upon entry of data in the RIHA in the ieonment in which the data are submitted.
3) The submitter of data shall be responsiblegfanting the access rights within the
RIHA necessary for submission and amendment ofrégi@ding a database.

(4)  After the submitter of information has interéacto the X-Tee, further RIHA

processing processes shall be carried out usinguihiission service provided by the X-Tee.

§ 32. Transfer of RIHA data to archives

Data in the RIHA shall be transferred to the arekiin conformity to the Archives Act.

5. Chapter 5

Implementing Provisions

§ 33. Bringing into conformity of databases registein state register of databases



(1) The databases registered in the state regiktiatabases are deemed to be transferred
to the RIHA as of 1 January 2008.

(2) The chief processors of the databases speaifisdbsection (1) shall update the
composition of the data transferred from the staggster of databases to the to the RIHA not
later than by 1 July 2008.

3) The chief processor of a database shall prepardocumentation of the database by 1
July 2008. The data concerning semantic descriptama the data specified in 8 27 shall be
entered in the RIHA by 1 July 2009 at the latebie iocumentation of the database shall be
approved pursuant to the procedure provided in-&5 6

4) If the chief processor is not able, with goedson, to prepare and submit the database
documentation to the RIHA by 1 July 2008, the clpiefcessor shall submit an application to
such effect together with the schedule for prejpamaif the database documentation to the

Ministry of Economic Affairs and Communications nater than by 1 June.

8 34. Registration of databases not registerethie segister of databases in RIHA

(1) The chief processor of a database establisbfentdothe entry into force of this
Regulation and not registered in the state regiftdatabases shall prepare and register the
database documentation in the RIHA by 1 July 200& data concerning semantic
descriptions and the data specified in § 27 slea#tered in the RIHA not later than by 1

July 2009. The database documentation shall beoapg@rand the database shall be registered
pursuant to the procedure provided in 88 6-13.

(2) If the chief processor is not able, with goedson, to prepare and submit the database
documentation to the RIHA by 1 July 2008, the clpiefcessor shall submit an application to
such effect together with the schedule for prejpamaif the database documentation to the

Ministry of Economic Affairs and Communications nater than by 1 June.

8 35. Application of RIHA components

The RIHA user support system which covers incigart problem management, a system for
administration of amendments and a monitoring systkeall be applied not later than on 1
July 2009.
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